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1 | INTRODUCTION

In this guide, the process of browser extensions deployment via Jamf UEM is explained. It consists of three steps as given below.

1. User configuration (.plist) deployment
2. Package deployment using policies

3. Profile/Installer deployment

Note

The order of execution for the above steps is mandatory. They should be executed as listed from top to bottom, otherwise,
auto-activation will not be performed and users have to do it manually.

2 | USER CONFIGURATION (.PLIST) DEPLOYMENT

A property list file that contains enrolled user information such as (Email, Username, and company Id), when this file will be deployed to
the machine of an enrolled user, the user information that is associated with that particular enrolled machine is also gets deployed to the
machine. This information is required to perform auto-activation based on the keys enclosed in the property list file. Make sure that the
user information is associated with the enrolled machine on Jamf Portal. To check if it is associated, follow the below steps.

1.  Select Computers and click on Search Inventory.

jamf

= Q| Computers

Computers  Devices

Search

Advanced Computer Searches + New

Q_ search Inventory

NAME

No Advanced Computer Searches
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2. Select Computers from the drop down and click on Search. A list of available computers will show up in the list. Select the target
computer and click on its User and Location. Now check if the user information is associated or not. If it's not then Edit the fields
and add useful information such as (email, username, full name, and position). Once all completed, the window should appear as
below screenshot.

jamf a ¢ &

m Computers

< SNX’s MacBook Pro

Computers  Devices

Inventory  Management History
Q_ search Inventory
General i Edit
Search Volume Content O oo User and Location

Hardware Username: william87

15-inch Retina MacBook Pro (Mid
2015)
Full Name: William Liam
Policies
Ej Operating System
Configuration Profiles Mac S X 10155 Email Address: willlam.liam@slashnext.com
cted Softy .
g User and Location 5 Phone Number:
PreStage Imaging williamg?
~ Position: US
Mac App Store Apps -
) security
Patch o Department:
8 Buildi
uilding:
@ Purchasing g
Room:
Smart Computer Groups .
B Storage
= 1Drive

Static Computer Groups

3. Thenextstepisto upload .plist file. For that go to Configuration Profiles under the Computers option.

; 0 L e
jamf 9 &
= Computers
Computers NS Configuration Profiles
> ‘O\ Filter Pr ‘ 1-10f1 + New M Upload = 88
Search Inventory
NAME LOGS COMPLETED PENDING FAILED SCOPE

Search Volume Content

> No category assigned

%, Configuration Profiles

Restricted S
ge Imaging

pp Store Apps

Smart Computer Groups

Static Computer Groups
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4. Now click on New to add a new configuration. A window will appear to add certain settings under this configuration. Add the name
of the configuration and leave other fields as it is.

jamf

=

Computers  Devices

Search Inventory

Search Volume Content

Configuration Profiles
Restricted Software
PreStage Imaging

Mac App Store Ap
Patch Management

eBooks

apse Menu

Computers : Configu

Options  Scope
@, General
p Passcode

Not configured

Network
Not configured

)

VPN
]

Not configured

= Content Caching
Not configured

Certificate
Not configured

Not configured

creo

s
o
&
&

ration Profiles

< New macOS Configuration Profile

General

Name Display name of the profile

User-Configuration

Description  Brief explanation of the content or purpose of the profile

Category Category to add the profile to

None v

Distribution Method Method to use for distributing the profile

Install Automatically v

Level Level at which to apply the profile

Computer Level ~

@ Certificate Transparency

cancel @

5. Scroll down in the options section, select Upload under Application & Custom Settings and click on the +Add button.

jamf

|

Computers

SlashNext macOS Jamf Guide | User Guide 1.0.1

Computers : Configuration Profiles

< New macOS Configurati

Options  Scope

Privacy Preferences Folicy
§  control

Not configured

[] ADcerincate
Not configured

 Eneroy Saver
Y Not configured

Application & Custom
& s

Jamf Applications
Exteral Applications

Upload

Identification
Not configured

@@ Time Machine
Not configured

Finder
[29]

Not configured

@ Accessiity

Not configured

ion Profile

Upload + Add

® =]

Cancel save
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6.  Enter the preference domain name as "com.slashnext.configuration", this name should be the same as it will be used for reading
purpose. Next, click on Upload and select the .plist file from the provided macOS app bundle.

jamf a 4
= Computers : Configuration Profiles
Computers < New macOS Configuration Profile
Optlons Scope
Privacy Preferences Policy Upload emove o T ade
§  control 1 payload configured

Not configured

com.slashnext.configuration

[ ADcerricate Use this to define

Not configured

X ~
settings for preference domains.

Preference Domain The name of (he pre

Energy Saver

G ey e com.slashnext configuration
Required
Application & Custom Property List PLIST containing key value
& setlings ~
1 payioad configured
Jamf Applications
External Applications
Upload
Identification
Req

Enroliment Not configured
Enrolim {1 Upload
) Time Machine

Not configured

Fincer
@ Not configured

Accessibil
® tty

Not configured

Cancel save

7. Oncedone, the window will appear as below screenshot.

jamf

= Computers : Configuration Profiles

Computers U < New macOSs Configuration Profile

options  Scope

Privacy Preferences Policy

Removeal -+ Add
& control
Not configured
com.slashnext.configuration % N
[ Ao certncate Usetn to define generic setiings for preference domains.

Not configured

Preference Domaln _The name of the preference domain (co

ompany.application

Energy Saver

X Sneray Saver com slashnext configuration
Application & Custom PropertyList Pl
8 settings ~

<2xmi version=

0" encoding="UTF-8"7>

1payload canfigured <IDOCTYPE plist PUBLIC ™-//Apple/DTD PLIST 1.0//EN" "http//www.apple.com/DTDs/PropertyList-1.0.dta">
<plist version="10">
Jamf Applications. <dict>

<key>PayloadUUID</key>
<string>D1286F99-59D6-4C50-9FA7-97F0845CTF37</string>
Upload key>PayloadType</key

<string>com slashnext.configuration</string>
<key>userEmail</key>

External Applications

Identification <string>$EMAIL</string>
Not configured <key>companyldsrkey>
Seppuserameciey>
@ T g SUSERNANEsting:
o </dict>
e

Finder
=

Not configured

Accessibilit
@ hecessoary @

Cancel save
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8. The next step is to assign this configuration to any enrolled machine. To achieve this select Scope and click on Add. The available

machines will show in the list, select the target machine, and click on Add and then Done. In the last click on Save.

jamf

Q Computers : Configuration Profiles
Computers BN < New macOS Configuration Profile
Options  Scope
Search Inventory
ch Volume Content Targets Limitations Exclusions
d Software
Policies Add Deployment Targets Done
&, Configuration Profiles
CEISEEE Computers Computer Groups Users User Groups Buildings Departments
PreStage Imaging
Mac App Store Apps [Q Filter Rt l 1-10f1
Patch Management
B NAME
SNX's MacBook Pro Add
Smart Computer Groups
Static Computer Groups
1 v Show: 100

Coneel @

9. Before going to the next step make sure that user configuration (.plist) is deployed. This can be verified by clicking on the logs as
mentioned in below screen shot.

jamf

/| Computers : Configuration Profiles

Computers s « UserProfile

Options  Scope (] show in Jamf Pro Dashboard
@, General Upload

1payload configure

Application & Custom
& Settings ~

com.slashnext.configuration
1 payload configured

Use this section to def

ettings for preference domains.
Upload
Preference Domain

com.slashnext.configuration
The name of the preference domain (com.company.application)

Upload File

PLIST fle containing key value pairs for settings in the spec
<2l versio
<DOCTYPE
<plist version="10">

oding="UTF-8"7>
IBLIC "-//Apple//DTD PLIST 1.0/EN" *http://www.apple.com/DTDs/PropertyList-1.0.dtd">
<dict>

<key>PayloadUUID</key>

<string>D1286F99-59D6-4C50-OFA7-97FOBASCTF37</string>

<key>PayloadType</key>

<string>com

shnext.configuration</string>
<key>userEmail</key>
ng>$EMAIL</string>

ng>REPLACE_YOUR_COMPANY_ID</string>
<key>userName</key>
ng>$USERNAMES/string>

=8
<) @ ®» o o

History Logs Download Clone Delete Edit
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PACKAGE DEPLOYMENT USING POLICIES

1

jamf

=

Computers

Ql

Local User Accounts

Devices

Restricted Software Advanced Computer Searches
PreStage Imaging
NAME

Mac App Store Apps

Patcl ment

No Advanced Computer Searches
eBooks

Smart Computer Groups
Static Computer Groups

Cl;

Enroliment Invitations

PreStage Enrollments

Management Settings

2.

All Settings Computer Management

Devices
¢ BB = 94
[II]I] System Settings ;
PRI Packages Scripts Printers Directory
Bindings
@ Global Management
Computers: 1
Mobile Devices: 1 32 Self Service @
Patch

- Management
Compute Server Infrastructure 9

Mobile Devi
Network Organization
Computer Management - Management Framework

Computer Management

N
1]

Check-In Security

Device Management

Display

User Management

App Updates

Jamf Pro Information
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Once the .plist file is deployed successfully, go to Management Settings under Computers.

2 4 @
Search
+ New

A setting window will open, on it select Computer Management and then select Packages.

‘@

Dock ltems

i

Disk
Encryption
Configurations

Configurations

B @

Removable

Extension Autorun
Attributes Imaging MAC
Addresses

SLASHNEXT.COM
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3. Under the Packages option click on New to upload Package file on Jamf distribution point. A window will appear for adding
package details, add package name, and select the package file from the provided macOS app bundle. Click Save and the package

will appear in the listing.

jamf |

Settings : Computer Management > Packages
Computers  Devices < New Package

General Options Limitations

10.22.1-1159:

Display Name  Display name for the package
Computers: 1

. ‘ SlashNext-Package

Category Category to add the package to

Compi
None ~
Mobile D

Filename Filename of the package on the distribution point (e.g. "MyPackage.dmg")
Choose File

Manifest File
Upload Manifest File

Info Information to display to the administrator when the package is deployed or uninstalled

cancel @

4. The next step is to create a policy that contains the uploaded package. This policy will install the enclosed package on the enrolled

machine. To create policy select Computers and click on Policies.

jamf |

[ Computers

Computers  Devices Policies
v Q_ Filter Pc 1-10f1
Search Inventory
NAME FREQUENCY
rch Volume Content
Licensed Software
o No category assigned
Policies
> package deployment Mac Once per computer
Configuration Profiles
Res d S
PreStage Imaging
Mac App Store Apps
Patch Management
eBooks
Smart Computer Groups
1 v Show: 100 v
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5. Next, click on New. A policy detail window will open where to add policy Name.

Search Inventory
Search Volume Content

Licensed Software

Policies
Configuration Profiles

Restricted Software

Mac App Sto

Patch Manag

eBool

Smart Computer Groups

Computers :

P

Options

s
=

&

Policies

New Policy

Scope Self Service

General >

Packages
0 Packages

Software Updates
Not Configured

Scripts
0 Scripts

Printers
0 Printers

Disk Encryption
Not Configured

Dock Items

User Interaction

General

Display Name  Display name for the policy

SlashNext-Pkg-Policy

. Enabled

Category Category to add the policy to

None ~

Trigger Event(s) to use to initiate the policy

( Startup
‘\ ] When a computer starts up. A startup script that checks for policies must be configured in Jamf Pro for this to work

Login
‘\7 When a user logs in to a computer. A login hook that checks for policies must be configured in Jamf Pro for this to work
( Logout

Cancel Save

6. Scroll down in the Trigger section and click on Recurring Check-in. This will run the policy when the device gets checked-in.

jamf‘

=

Computers Devices

ch Inventory

Search Volume Content

Licensed Software

Policies

Configuration Profiles

Restricted Software
PreStage Imaging
Mac App Store Apps

Patch Management

Computers :

Policies

< New Policy

Options Scope Self Service
General >
Packages

a
[—1

©

0 Packages

Software Updates
Not Configured

Scripts
0 Scripts

Printers
0 Printers

Disk Encryption
Not Configured

Dock Items
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User Interaction
U WIIET @ COMPULET SIS Up. A SLENUP SCHPLUIAL CIECKS 101 POICIES MIUSLDE CONNGUIEU Il Jarili F1O 101 LIS 10 WOrK

() Login
J When a user logs in to a computer. A login hook that checks for policies must be configured in Jamf Pro for this to work

Logout
When a user logs out of a computer. A logout hook that checks for policies must be configured in Jamf Pro for this to work

O

Network State Change
When a computer's network state changes (e.g., when the network connection changes, when the computer name changes, when the IP address
changes)

O

Enroliment Complete
Immediately after a computer completes the enroliment process

O

(-] Recurring Check-in

At the recurring check-in frequency configured in Jamf Pro

Custom
At a custom event

0

Execution Frequency Frequency at which to run the policy

Once per computer
cancel @
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7. Next, select Packages that are available below the General option. Click on Configure under the packages option.

Computers : Policies

< New Policy

Options Scope Self Service User Interaction
Search Inventory
Search Volume Content [a] Genera
Licensed Sof
Packages S

& oPackages
Policies .

(@) Software Updates & Configure Packages
o % Not Configured
Config

Use this section to install, cache, and uninstall packages. Also

Rest

. Scripts use this section to install a single cached package
PreStage Imaging 0 Scripts

pp Store Apps Configure

4t Printers
= orrinters

Disk Encryption
@ Notconfigured

Dock Items

Caneel @

8. Onclicking Configure, a list of packages available on the distribution point will be displayed. Click on the Add button displayed in
front of the package name. Once clicked, the package distribution criteria window will open. In the distribution point select "Each
computer's default distribution point". In Action drop-down select "Install". Once completed, click on Save.

jamf ‘ SONN A

Q Computers : Policies

Computers < New Policy

Options  Scope  SelfService  User Interaction
ch Inventory
Packages > Pack
h Volume Content @ ipackage ackages
Licensed Software Distribution Point Distribution point to download the package(s) from
(@) Software Updates
B)  Not configurea Each computer's default distribution point +

Policies
a Scripts
0 Scripts

Configuration Profiles

signedSnxInstaller.pkg X+

Printers

a
= 0 Printers Action Action to take on computers

Mac App Install -
. Disk Encryption
Patch Management 19]  Not configured
[j Update Autorun data
B _J Add or remove the package from each computer's Autorun data
(=] Dock ltems
0 Dock ltems

Smart Computer Groups
! SIS ST g  Local Accounts

Coneel @

SlashNext macOS Jamf Guide | User Guide 1.0.1 10



% SLASHNEXT

SLASHNEXT.COM

9. The next step is to assign this policy to enrolled machines. This can be done by selecting Scope.

jamf

g Computers : Policies

Computers  Devic < New Policy

Options Scope Self Service

Search Inventory

Search Volume C Targets

Lic d Software

Target Computers
Policies Computers to deploy the policy to

Configuration Profiles Specific Computers

Restricted Soft

PreStage Imaging

Selected Deployment Targets

Mac App Store Apps
atch Manageme: TARGET

eBooks

No Targets

Smart Computer Groups

User Interaction

Limitations

Target Users
Users to deploy the policy to

v Specific Users

TYPE

Exclusions
+ Add

Cancel

10. Click on Add, a list of available devices will be shown under Target. Click on Add again to add target device for policy deployment.

In the end, click on Done and save the configurations by clicking on the Save button.

jamf

|I;|| Computers : Policies

Computers  Devices < New Policy

Options Scope Self Service User Interaction
Search Inventory
Search Volume Content Targets Limitations
Licensed Softw
Policies Add Deployment Targets
Configuration Profiles
Restricted Soft Computers Computer Groups Users

PreStage Imaging

Mac App Apps Q_ Filter R ] 1-10f1

Patch Management

NAME
eBooks

SNX’s MacBook Pro

Smart Computer Gro

1 v Show: 100
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11. At this step the policy will be deployed to the machine on the next check-in of the device. To view the deployment status of policy

click on logs, which is available under the Options menu.

jamf

m Computers : Policies

<« SlashNext-Pkg-Policy

Computers  Devices

Options Scope Self Service User Interaction
Search Inventory
Search Volume Content (o] ceneral > Genera
Packages

& ipackage

Policies
E €
Configuration Profiles
Restricted Software
Prestagelinaging Mo
W pp Store Apps Trigger

Patch Management

eBooks

Smart Computer Groups

D Show in Jamf Pro Dashboard

ole|le « G

12. Onclicking the logs, a new window will open and deployment status will be shown there. Initially the status will be pending and it

will turn to complete once the policy will be deployed. The change of status may take some time.

jamf
m Computers : Policies > SlashNext-Pkg-Policy
=
Computers  Devices Logs
Q Filter Re ‘ 1-10f1
Search Inventory
COMPUTER USERNAME AT LOGIN/LOGOUT
Search Volume Content
(Lieamese) e SNX’s MacBook Pro snx
Policies
figuration Profiles
Mac App Store Apps
eBooks
Smart Computer Groups
1 Show: 10 v

(© collapse Menu
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DATE/TIME

10 minutes ago

STATUS

Completed

D Show in Jamf Pro Dashboard

Flush

Flush All Errors
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13. Once the package is deployed successfully, it will auto launch the SlashNext Browser Phishing Protection application. The
application will auto activate the user if the user email exist on the server. If the application is launching first time on the machine

then a welcome screen will appear upon successful installation.

SLASHNEXT

SLASHNEXT BROWSER PHISHING PROTECTION

On behalf of your organization, - , and your security administrator, + SlashNext Browser
Extension for real-time phishing protection have been remotely installed on your system. This protection scans your browsers
in real-time to block various types of phishing threats. Once the system intercepts an unsafe webpage, it will immediately
warn you with a blocking page.

r br yand p

Press 'continue’ to finish the installation process.

lashMext, Inc. T&C - Privacy Policy

TroubleShoot Step

If the continue button is not responsive then relaunch the application from the Applications directory (/Applications/SlashNext

Phishing Protection Enterprise) of the machine.

SlashNext macOS Jamf Guide | User Guide 1.0.1
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14. Clicking on Continue, A new screen will appear to enable the extension in safari browser.

The SlashNext Protection is successfully installed on Safari.

Additional Steps Needed for Safari

Please press Enable to turn on SlashMext Browser Protection from Safari settings.

Not Sure? Watch the video below to learn more.

© All Rights Reserved, SlashNext, Inc.

TroubleShoot Step

¢ If the Enable button is not responsive then relaunch the application from the Applications directory (/Applications/SlashNext
Phishing Protection Enterprise) of the machine.

e Also if restarting does not fix the problem then check if the extension is available in the safari browser extension menu by
opening the safari preferences and navigating to the Extensions tab, If the SlashNext Phishing Protection extension exist there,
then check the checkbox to enable it.

15. Toenable the extension click on Enable. Upon clicking, safari browser extension popup will be shown as below screen shot.

Extensions

’ = RS Bl ’ SlashNext Phishing Protection 2.2 fron
Hi

Protection from phishing and social enginee!
pages, credit card fraud, rogue software and Internet scams.

Uninstall

Permissions for "SlashMext Phishing Protection™

* Webpage Contents

More Extensions...
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16. Click on the checkbox to enable the extension, It will show a confirmation dialogue to turn on the extension. Clicking on Turn On
will enable the extension in safari browser.

&

Are you sure you want to turn on
the extension “SlashNext

Phishing Protection™?
This extension can read and alter every

webpage you v nd also see all your
browsing history.

Cancel Turn On

17. Once the extension is enabled in the browser, an extension icon on the safari toolbar will be appeared.

Favorites

B By i a B
Disney. YYahoo Bing. YYahoo Yahoo

Apple Apple Google. Google.

Privacy Report

) 1 inthelast seven days, Safari has prevented 1 tracker from profiing you.

TroubleShoot Step

¢ In some cases if the extension icon does not show in safari browser in the above step, then restarting the safari browser will fix
this issue.

o If restarting the browser did not fix the problem then right click on the toolbar and open the customize toolbar, the icon will be
available in customize toolbar, drag the icon and drop it on the main toolbar will put the icon there.

SlashNext macOS Jamf Guide | User Guide 1.0.1
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4 | PROFILE/INSTALLER DEPLOYMENT

Before the execution of this step, make sure the package which is deployed in above step has been successfully deployed in the end users
machines. Profile deployment is more or less the same as (.plist) deployment which is explained in the first step of the guide. The only
difference is that instead of creating a new configuration, we will upload the (.mobileConfig) file directly.

1. Todo so, open Configuration Profiles under Computers and click on Upload.

jamf

| Computers

Configuration Profiles

> Q_ FilterPr | 1-10f1 + New [ (7} Upload = 88

NAME LoGS COMPLETED PENDING FAILED SCOPE

Computers

Search Inventory

> No category assigned

&,

o

Mac App
Patch Management

eBc

Smart Computer Groups

mputer Groups

2. Select the "chrome-installer.mobileconfig" file from the provided macOS app bundle and upload it on the Jamf portal to install
extension in Chrome browser.

Upload OS X Configuration Profile

Choose File chrome-installermobileconfig

Cancel Upload

SlashNext macOS Jamf Guide | User Guide 1.0.1
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3. Once the profile is uploaded, the window should appear as the given screenshot.

jamf a4 @

= Computers : Configuration Profiles

Computers < New macOS Configuration Profile

Options Scope
Search Inventory
Search Volume Content @, General
SIGNED PROFILE
Remove Signature
Lic Software This profile is read-only because it is signed

Application & Custom
8 Settings v

Policies 1 payload configured General

&, Configuration Profiles

Restricted Software
ge Imaging
Mac App Store Apps
Patch
eB
Category Category to add the profile to

- . None +
Smart Computer Groups

Level Level at which to apply the profile

Computer Level

® S]]

Cancel Save

4. Select Scope and add the target machine, once done click on Save. After some time the profile will be deployed on the machine and
you should see the SlashNext Extensions icon in the browser on restart.

Note

There is a separate configuration profile for each individual browser (Chrome, Firefox, Edge Chromium) having self-explanatory
names. Repeat step 1-4 for each of the profile in order to deploy extension on all three browsers.
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