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1 SLASHNEXT

1 | INTRODUCTION

SLASHNEXT.COM

This document describes how SlashNext Browser Protection Installer will install and activate Chrome, Firefox, and Edge extensions on
devices managed from Microsoft Endpoint Configuration Manager (MECM).

2 | CREATE ANETWORK SHARED PATH

The first step in deploying SlashNext Phishing Protection installer through Microsoft Endpoint Configuration Manager is to create a
network shared path on the publishing server. This can be done by following these steps:

1.  Logontotheserver as an Administrator user.

2. Create ashared network folder (this folder will contain our MSI package).

3. Copy the SlashNext Browser Protection MSI in the shared folder.

Documents o ™ Mame
[&=] Pictures -
Logs

35! SlashnextBrowserProtection_Setup

share

L share
[ This PC
- Mew Volume (Es)

& Network

I 192,168.30.46
[ NEW-EP-QA-WI
O Qa-WINg-IETT
I snxlocal

I SNX-QA-WIN1O

& sme-scem-sndl.

Date modified

7/18/2021 11:48 PM

Type

Windows Installer ...

=~ [
Size

836 KB

File name: | SlashnextBrowserProtection_Setup

|| Windows Installer (*msi)

7 Open x
“~ v A+ MNetwork » smx-scem-srvOlsnxlocal » share v D Search share
Organize v Mew folder

3 | DEPLOY SLASHNEXT PHISHING PROTECTION INSTALLER PACKAGE

1.  Open the Microsoft Configuration Manager Console.

2.  Goto: Software Library\Application Management\Applications.

Folder Tools| Microsoft Endpoint Configuration Manager (Connected to SLP, Slashnext - snx-scem-sn01snxlocal) (Evaluation, 179 days left)
Home.

- o x
Folder v @D o8-
€& ~ [E9 \ » Software Library » Overview » Application Management » Applications - 2|
items
4 & ovenview A x carch | Add Criteria =
4[] Application Management lon  Name Deployment Types  Deployments  Status
[ Applications (] 7-Zip 1900 (x6 ecition) 1

(53 License Information for Store Apps
[ Packages
[ Application Requests
(] Global Conditions
84 App-V Virtual Environments
A Windows Sideloading Keys
[ App Configuration Policies
4 [ Software Updates
57 All Software Updates
&7 Software Update Groups

[ Deployment Packages.

|£” Automatic Deployment Rules

) Third-Party Software Update Catalogs
» (] Operating Systems
» (] Windows 10 Senvicing

» ] Desktop Analytics Servicing
+ [ Microsoft Edge Management d
» (7] Office 365 Client Management

& Assets and Compliance
5] Software Library.

Bl Wonitoring

(7], Administration

B Communiy

0 Active

Ready
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3. Rightclick on "Applications" and click on "Create Application" option.

it SLASHNEXT

[ € = ||ﬂ % » Software Library » Owerview » Application Management » Applications
Software Library 4 Applications 1 items
4 ﬁ Owverview |Search

4 [ Application Management lcon Name

[&] Applications

Ei License Information for St

Packages

[ Application Requests
[ Global Conditions
[#4 App-V Virtual Environments
S Windows Sideloading Keys
@]App Configuration Policies
4 |7 Software Updates
&1 All Software Updates
:ﬂ Software Update Groups
Deployment Packages
|_5"’ Automatic Deployment Rules
[} Third-Party Software Update Catalogs
» [ Operating Systems
[ Windows 10 Servicing

4.  Select option "Automatically detect information about this application from installation files" as shown in window.

5. Select option Windows Installer (*.msi file) from Type drop down.

] T T8 00 (x64 edition)
& Create Application

3 Import Application

Folder 3

{7 Create Application Wizard

@ General

Import Information
Summary
Progress

Completion

Specify settings for this application

Applications contain software that you can deploy to users and devices in your Configuration Manager environment.
Applications can contain multple deploymertt types that customize the installation behavior of the appication

® Automatically detect information about this application from installation files

Type [Windoms Installer ¢ msi i) ~]

Location [ @ Erowse..
Example: \\Server\Share'\File

O Manualy specify the application information

< Previous Next > Summary Cancel
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6.  Click Browse and specify location of installer. e.g \\Server Name\share\SlashnextBrowserProtection_Setup.msi

[&7] Open X

“ “ A v MNetwork » snx-scem-snDlsnxlocal » share ~ O Search share yel

Organize » Mew folder
Documents 4 * MName Date modified Type Size
=l Pictures 15! SlashnextBrowserProtection_Setup 7/18/2021 11:48 PM  Windows Installer ... 856 KB
Logs
share

. share
3 This PC
= MNew Volume (E:)

I:_" Network
[ 192.168.30.46
3 NEW-EP-QA-WI
O QA-WINS-IET
g snx.local
[ SNX-0A-WINTO-

g snx-scem-srv0l.

File name: | SlashnextBrowserProtection_Setup v| ‘Wmduwslnstaller {*.msi) V|

| Open | | Cancel ‘

7. Onselection of File General tab is filled with information.

] Create Application Wizard X
ppl

g‘ General

Specify settings for this application

Import Information

Summary
Progress Applcations cortain software that you can deploy to users and devices in your Configuration Manager environmert.
Completion Applications can contain muttiple deploymert types that customize the installation behavior of the application.

® Automatically detect information about this application from instalation fikes

Type [Windows Installer ( msifie) <]
Location: [vsn 07 s setpm]| [ Browse |
Example: \\Server\Share\File

O Manually speciy the application information

< Previous MNext > Summary Cancel
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8.  Click "Next".

169 Create Application Wizard

@ Import Information

General

General Information
Summary
Progress

Completion

9. In General Information fill the fields according to your requirement and Click on Next button.

View imported information

§) #opication irfomation succsssfuly imposte from the Windows nsaler s fie) e

o

Details:

Application name: SlashNext BrowserProtection
Publisher,
Software version

Deployment type name: SlashNext BrowserProtection - Windows Installer (“msifie)
Product Code: {86A96834-DEAI-4B82-A272-B885B34BFIE)
Installtion behavior: Install for system f resource is device; otherise installfor user

Content location: \\smx-scem-snvD1 sruclocal'share'
Number of fies: 1
Content files:

‘Slashnext BrowserProtection_Setup msi

To modify any details from the imported information, click Next. To exit this wizard without creating the application,
click Cancel

<Previous | | Med> || Summay || Cancel

[7] Create Application Wizard

@ General Information

General Specify information about this application

Import Infarmation
Summary
Progress

Completion

Name: [StashNext BrowserProtection]

Administrator commers:

Publisher:

Optional reference:

\
Softwars version [
\
Administrative categories: ‘

‘ Select
Speciy the instalation program for this application and the required instalation rihts
Installation program msiexec /i rotection_Setup.msi” /q | | Bowse
[ Run instaliation program as 32:0t process on 64t clents.
Install behavior. Install or system if resource s device; othenwise intall for user -
<Previous | [ Net> || Summay | Cancel
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10. InSummary click on Next button.

) Create Application Wizard
8 o
Eaal Confirm the settings for this application
Import Information
General Information
o
ez General Information
Completion + Application name: StashiNext BrowserProtection
= Administrator comments:
+ Publisher
+ Software version
+ Oplional reference:
Categories
Deployment type name: Slashhext BrowserProtection - Windows Installer ["msi fle)
Requirement rules:
Content:
+ Content location: Yisnx-sem-srv01 snx localisharel,
+ Installationprogram: msiexec /i “SlashnexBrowserProtection_Setup.msi”/q
Detection Method
+ Product code: {86A96834-DEAQ-4B82-A272- BASSBI4BFIEE)
User Experience
+ Installation behaiar: Instal for system if resouroe is device: otherwise install for user
o change these seftings olick Previous. To apply the settings. oick Next
< Previous Next > Summary Cancel
< >

11. Once the application is created. Click on Close button.

169 Create Application Wizard

General

B e The task "Create Application Wizard” completed successfully

General Information

Summary

Details:

Progress

Completion D Suceess: General Information:

-+ Application name: Slashhext ErowserProtection
= Administrator comments:

-+ Pubiisher:

+ Software version:

- Optionsl reference:

@ success: Categories:

@ Sucoess: Deployment type name: SiashMext BrowserProtection - Windows Installer (" msi fie)
@ Success: Requirement rues

@ syccess: Content:
+ Content loestion: lisme-scem-sn01 snx localisharet
* Installation prograrm mseses i SlashnextBrowserProtection_Setup msT” i

© Success: Detection Method
+ Product code: (B6A96834-DE40-4B82-A272-BBBSBI4BFIEE)

@ success: User Experience:
+ Installation behaviar: Install for system if resource is device: otherwise install for user

m

To exit the wizard, click Close

¢ Previous Next > Summary
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12. Now you can see SlashNext Browser Protection MSl in your Applications.

€ < [E3 \ v Softwerelibrery » Overview » Application Management » Applications

Software Library < Applications 2 items
4 & Overview = [Search
4 [ Application Management lcon Name - Deployment Types Deployments Status
<] Applications (27 7-Zip 18.00 (x64 edition) 1 o Active
[E§ License Information for Store Apps | 7] SlashNext BrowserProtection 1 [ Active
Packages

o Application Requests

[] Global Conditions

(84 App-V Virtual Environments
T\ Windows Sideloading Keys
[ App Configuration Policies

n

4 [ Software Updates

& All Software Updates.

&) Software Update Groups

Deployment Packages

| Automatic Deployment Rules.

[} Third-Party Software Update Catalogs
] Operating Systems.
[ Windows 10 Senvicing

[ Desktop Analytics Servicing

[ Microsoft Edge =

» [ Office 365 Client Management + lcon | Collection Deployment Start Time | Purpose Compliance % | Action Requires Approval

#& Assets and Compliance @ No items found
7 Software Library.
Bl Monitoring

Administration

25 Community

" [ summary | Deployment Types | T Phased D Task Sequences

Ready

13. Right Click on SlashNext Browser Protection MSI and click on Properties.

Applications 2 items

! | Search
lcan Mame Deployment Types
& 7-Zip 19.00 (x64 edition) 1
[ SlashMext B P -

&3 Manage Access Accounts
Create Prestaged Content File
Revision History

Update Statistics

Create Deployment Type

BEEE &

Convert to MSIX
Reinstate
Retire

¥®

Export

Copy

Refresh F5
Delete Delete

Simulate Deployment
Deploy

Create Phased Deployment
Distribute Content

- SlashNext BrowserProte|

F BEe o B O X

X Move
lcon Collection urpose
Set Security Scopes
Categorize r
View Relationships 3

Properties
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14. Click on Distribution Settings. In Distribution Priority select value to High.
15. InPrestaged distribution point settings select "Automatically download content when packages are assigned to distribution points".

16. Click OK button to proceed.

D SlashMext BrowserProtection Properties X

General Information  Software Center References  Distribution Settings  Deployment Types  Content Locations  Supersedence  Security

Specify the distrbution settings for this package.

Use distribution priority to determine the order in which packages are sent to other sites and the distibution points in the same site. Packages
that you configure to have a high priority are sent before packages that have a medium priority or a low priority. Packages that have the
same priorty are sent in the order in which they are created.

Distribution priarity: | High bl

When the content is not available, specify whether you want to distibute the content to distribution peints that are configured for on-demand
distribution and in the cument boundary group for the client.

[[] Enable for on-demand distribution

Prestaged distribution point settings

(® Automatically download content when packages are assigned to distibution points
(O) Download anly content changes to the distibution point

(O) Manually copy the corttert in this package to the distribution point

Cancel Apply

17. Right Click on SlashNext Browser Protection MSI and click on Deploy to deploy application.

Applications 2 items
_ || Search

lcon MName Deployment Types
& 7-Zip 19.00 (%64 editian) 1

& ClachMeyt B D

CrowWsert
Manage Access Accounts

Create Prestaged Content File
Revision History

Update Statistics

Create Deployment Type
Convert to .M5IX

BVRow e

Reinstate
Retire

¥ ®

Export
Copy
Refresh F5

Delete Delete

Simulate Deployment
Deplay
Create Phased Deployment

Distribute Content

BE¥LO X

- SlashNext BrowserProte|

i3 Move
lcon Collection urpose

@ Set Security Scopes

mm Categorize 3

View Relationships r

B Properties
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18. Deploy Software Wizard will open.

= Deploy Software Wizard pe

Specify general information for this deployment

Centent
Deployment Settings

Scheduling
Software | Steshext BrowserProtection | | Bowe. |

User Experience

Alerts Collection [ O [[Bow=]
Summary

Use default distrbution point groups associated to this colaction

Progress
Completion distribute contert for dep

Comments {optioral)

< Previous Next > Summary Cancel

19. Click on Browse to select Collection. Select User or Device Collection according to your requirement. Click on OK.

= Deploy Software Wizard x

Specify general information for this deployment

Content

Deployment Settings

Select Collection X

[Device Colections ] [Fier

ser Collecions Nome Wember Court

w

P & Al Deskiop and Server Clients 1
q £ Al Mobile Devices 0
& Al Provisioning Devices 1

£ Al Systems 5

2

£ Al Unlnown Computers

< Previous Ned> || Somman | Cancel |
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20. Select "Automatically distribute content for dependencies". Click on Next button.

=P Deploy Software Wizard pe
)
Specify general information for this deployment
Content
Deployment Settings
Scheduling
Software [SiashMiet BrowserProtection | | Bowse.. |
User Experience
Alerts Collection: [ Desktop and Server Clierts | [ Bowse.. |
Summary
Use defaut distribution poirt ciated
Progress
Completion distribute cortent for dep
Comments foptional)
< Previous Next > Summary Cancel
=¥ Deploy Software Wizard X
Eeree] Specify the content destination
Deployment Settings
Scheduling Distrbuion poirts or distrbuion poirt groups that the content has been distrbted to
User Experience
Alerts Name Tyee
Summary There are o tems to show in this view
Progress
Completion
Additional distribution point, distribution peint groups, and the distribution point groups that are cumently
associated with collections to distribute content to:
Fiftr... 5[ Ad
Name Description Associations Distribution Poif
There are na items ta shows in this wiew. Distribution Peint Group
]
x]
<Previous | | Net> Summary Cancel
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22. Select distribution points that will host this content and Click on OK button.

= Deploy Software Wizard

x

% AAdd Distribution Points %
Deploymd  Select ditrbuion poits that willhost this contert
Schedulin
User Expet
Alerts
Summary
Progress | Avalable disbution poirts
Completion | [rgar.. 5
Name Type Descrption
G
mave
| concel |
oK Cancel

23. Distribution point will be added in your content destination. Click on Next button.

i Deploy Software Wizard

X

General

Specify the content destination
Deployment Settings
Scheduling Distribution poirts or distribution point groups that the content has been distributed to:
User Experience

Alerts Name

Type
Summary There are noitems to show in this view
Progress
Completion

Additionl distribuion points, distribution point groups, and the distribution poirt groups that are currently
associated with collections to distribute cortert to

Fifter

N

el Add -
Description Associations

<Previous [ Next>

| summary | Cancel
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24. In Deployment Settings select Action as Install and Purpose as Required.

25. Click on Next button to continue.

= Deploy Software Wizard

g’ Deployment Settings

ez Specify settings to control how this software is deployed
Content
Deployment Settings
Schedulin,
2 Action Instal ~

User Experience
Alerts Pumpose: Required ~
Summary
P

regress L] Allow end users to aitempt to repair this appication
Completion

[] Pre-deploy software to the user's primary device

[ Send wake-up packsts

[J Allow clients on a metered Intemet connection to download content after the installation deadline, which might
incur additional costs

< Previous Next > Summary Cancel

26. Schedule deployment according to your own requirement. Click Next on Scheduling screen.

Note

Select "As soon as possible after the available time" in Installation deadline for quick installation.

b Deploy Software Wizard

g’ Scheduling

General Specify the schedule for this deployment

Content

Deployment Settings

e This applcation will be available as soon as f has been distrbuted to the cantent serveris) uniess  is scheduled for
2 2 later time below. Specy the instalation deadine  {his is a required application. This deadine is when the
User Experience application must be installed on the device. including 2 system restart if necessary.
Alerts
Summary
Progics: Time based on utc
Completion

[ Schedule the application to be available at

[1572021 |[742am D

Installation deadine:
@ As soon as possible after the avaliable time
© Schedule at

[7r1372021 |[7:424m B

[ Delayerforcement of this deployment aceording to user preferences, up to the grace perod defined in
dliert settings.

< Previous Next » Summary Cancel
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27. Select User Experience according to your requirement and click Next to continue.

) Deploy Software Wizard X
CEn=tal Specify the user experience for the installation of this software on the selected
Content devices
Deployment Settings
Scheduling
m Specify user experience setting for this deployment
Alerts User Display in Software Center and show al v
Summary
. [ When software changes are required. show a dialog window to the user instead of a toast notification
rogress
Completion When the installation deadine is reached. allow the following activities to be performed outside the maintenance

[ Software Installation
[ System restart f required to complete the installation)

Wirite fitter handling for Windows Embedded devices

Commit changes at deadine or during 2 maintsnance window (requires restarts)

i this option is not selected. content will be applisd on the overtay and commited later.

< Previous Next » Summary Cancel

28. Select Alerts according to your requirement and click Next to continue.

¥ Deploy Software Wizard X

General Specify Configuration Manager and Operations Manager alert options
Content

Deployment Settings
Scheduling Configuration Manager generates slerts when this application is deployed

User Experience
Threshold for successful deployment

Summary [] Create a deployment alert when the threshold is lower than the following

Progress

Completion

Threshold for failed deployment

[ Create a deployment alert when the threshold is higherthan the following:

Enable System Center Operations Manager maintenance mode if you want Operations Manager to generate
alerts when this application is deployed

[] Enable System Center Operations Manager maintenance mode

[] Generate System Center Operations Manager alet when & software instalation fais

< Previous Next > Summary Cancel
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29. Click Next on Summary screen.

=) Deploy Software Wizard X
98
Eor=el Confirm the settings for this new deployment
Content
Deployment Settings
Scheduling Details
User Experience General ]
Alerts + Sftware: SlashNext BrowserProtection
« Caollection: All Desktop and Server Clients (Member Count: 1)
+ Use default distribution paint groups associated to this collection: Disabled
. distribute cantent for Enzbled
Progress
Completion Deployment Setinos

+ Purpose: Required
« Allow end users o attempt to repair this application: Disabled
+ Pre-deploy software to the user’s primary device: Disabled

Send wake-up packets: Disabled
Allow clients to use a metered Intsrnet connection to download content: Disabled

Application Settings (refrieved from application in software library)
+ Application Name: Slzshhext BrowserProtection
+ Application Version:
+ Application Deployment Types: Windows Installer (" msi file]

Scheduling
+ Time based on: UTC =
Availsble Time: As scon as possible
+ Deadiine Time: Disabled
+ Delayed enforcement on deployment Disabled

User Experience
ser notfications: Display in Software Center and show all notfications
+ Ignore Maintenance \Windows: Disabl
+ When software changes are required. show 3 dialog window to the User instead of 2 tozst
notification: Disabled

To change these seftings, click Previous. To apply the settings, click Next

< Previous Next > Summary Cancel

30. Click on Close button for deployment completion.

 Deploy Software Wizard X

g’ Completion

General
= "
S 0\ The task "Deploy Software Wizard" completed successfully
Deployment Settings N~

Scheduling T

User Experience

Alerts @ success: General
Software: SlashNext BrowserProtection

Summary « Collection: All Desktop and Server Clients (Member Count: 1)
— + Use default distribution point groups associated to this collection: Disabled
g « Automatically distribute content for dependencies: Enabled

@ Success: Deployment Settings
Action: Install

Purpose: Required

Allow end users to attempt to repair this application: Disabled
Pre-deploy software to the user's primary device: Disabled

Send wake-up packsts: Disabled

Allow dlients to use 3 metered Intemet connection to download content

abled

1 Success: Application Setings (retrieved from application in software library)
+ Application Name: SlashNext BrowserProtection
« Application Version
+ tipplication Deployment Types: \Windows Installer (*.msi fiks)

9 sycoese Scheduling
+ Time based on: UTC
+ Available Time: As soon as possible
+ Deadling Time: Disabled
+ Delayed enforcement on deployment: Disabled

To exit the wizard, click Close.

< Previous Next » Summary

SlashNext Windows Microsoft Endpoint Configuration Manager (MECM) Guide | User Guide 1.0.0 14
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31. After successful addition, Installer name is shown in Applications List.

€ 5|+ [E1 \ » Sofwarelibay » Oveniew » Application Management

> Applications
< Applications 2 items
* [search

ficon [ rame

1 7-Zip 19.00 (x64 edition)
B e | =
Packages
o applcation Requests
[X] Global Conditions
¥ App-V Virtual Environments.

Deployment Types  Deployments  Status
1 [ Active
ext Browser 1 1 Active

A\ Windows Sidelosding Keys
(] App Configuration Policies
4 [ Software Updates
& Al Software Updates
&l Software Update Groups
5 Deployment Packages
(2 Automatic Deployment Rules
@ Third-Party Software Update Catalogs
) Operating Systems
] Windows 10 Senviing
» (1 Desktop Analytcs Servicing
Microsoft rag: J

Offce 365 Clent Mansgement « kon | Coliection Oeployment Stat Tme | Purpose | Compliance% | Action

Reauies Approvl
3 All Desktop and Server Clients 7/19/2021 10:59 AM uired 00
2B Assets and Complonce B S L

st No
185 Sotowars Ubeary

I Monioring

7] Administration

& Community

Sy [ DeplopmentTpes] Deployments [Pzt Depogments] T

4 | VERIFY INSTALLATION OF BROWSER EXTENSIONS ON USER'S MACHINE
Follow these steps to verify the installation of Browser Extensions.

1. Signin to Microsoft Endpoint Configuration Manager domain managed client.

2.  Open Software Center on Client machine and Click on Installation Status to check installation status.

Slashnext, Inc

[¥R Applications

Installation status ) Application details

< Updates

B SlashNext BrowserProtection
[0 Operating Systems

|™ Installation status | Uninstall

Co Device compliance

q < Status: Installed
optlons Date published: Not specified

Restart required: Might be required
Download size: 2 MB

Estimated time: Not specified

Total components: 1

Date Modified: 7/16/2021
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3: Open Chrome, Firefox, or Edge Chromium browser. SlashNext Browser Protection extension icon will appear on the right corner of

the address bar and the extension Activation Successful page will appear in the browser tab.

SILENT I LLATION OF SLASHNEXT | LL PARAMETERS

Optionally, you can enter Additional command line options that you want to apply to the MSI file when it runs.

To add command line parameter in MECM, Add command line argument in Step 9.

&7 Create Application Wizard X
gﬂ General Information
s Specify information about this application

Import Information

General Information

Summary Name: |S\ashNext BrowserProtection |
g Administrator comments
Completion

Publisher:

Optional reference:

Software version: | |

Administrative categories: Select

Specify the installstion program for this application and the required installation rights

Installation program: «t BrowserProtection_Setup.msi” /g INSTALLPARAMm:hmma” Browse...

[1 Run installation program as 32-bit process on 64-bit clients.

Install behaviar: Install for system if resource iz device; othenwise install for user ~
< Previous Mext > Summary Cancel

SlashNext Windows Microsoft Endpoint Configuration Manager (MECM) Guide | User Guide 1.0.0 16
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5.1 | SWITCHES AND PARAMETERS

The following table lists all the switches and possible enrollment parameters you can enter into command line and respective description
and values for each parameter.

INSTALLPARAM=Value | Enter value chrome for installation of Chrome extension
Enter value firefox for installation of Firefox extension
Enter value edge for installation of Edge Chromium extension
Enter value chrome,firefox for installation of Chrome and Firefox extensions
Enter value chrome,edge for installation of Chrome and Edge Chromium extensions
Enter value firefox,edge for installation of Firefox and Edge Chromium extensions

Enter value chrome,firefox,edge for installation of Chrome,Firefox and
Edge Chromium extensions

The following syntax is used in MECM command line where value is added to install extension on specified browser.

INSTALLPARAM=value

To install Chrome extension, the following syntax is used:

INSTALLPARAM=chrome

To install extension to more than 1 supported browser, a comma separated value is used. To install Chrome and Firefox extensions, the
following syntax is used.

INSTALLPARAM=chrome,firefox

INSTALLPARAM value can be <chrome/firefox/edge/chrome,firefox/chrome,edge/firefox,edge/chrome,firefox,edge> according to
requirement. Initiating any one of these examples silently installs the product without prompting the user to select any of

the acknowledgment buttons.

Note
If INSTALLPARAM is not given all Chrome, Firefox and Edge Chromium extensions will get installed silently.
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