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1 | OVERVIEW

SlashNext Phishing Incident Response Integration allows SOAR platform users to fully automate analysis of a suspected phishing URL.
For instance, IR teams responsible for abuse inbox management can extract links or domains out of a suspicious email and scan them in
real time with SlashNext’s SEER™ threat detection cloud. This can save numerous hours of manual triaging and analyzing hundreds, even
thousands of emails per day-allowing IR teams to be more efficient and stay lean.

2 | DETAILED DESCRIPTION

SlashNext Phishing Incident Response (SNX-PIR) Integration App allows SOAR users to fully automate analysis of a suspected phishing
URL. Phishing awareness training for enterprise organizations has been a double-edged sword. On the one hand, it’s allowed employees
to be better at detecting potential phishing emails but, on the other hand it’s led to overly crowded inboxes for IR teams.

With SNX-PIR app, security analysts in IR teams responsible for abuse inbox management can now fully automate extracting links or
domains out of a suspicious email and scan them in real-time with SlashNext’s proven cloud-powered, analysis engine. This integration
provides valuable metadata such as detailed reputation of any host, real-time URL scanning at scale, and a complete download of various
artifacts of scanned webpages-including screenshots, full html and the rendered text.

Built and run by an in-house team of talented software architects, data scientists, security researchers and cybersecurity experts, our
massive cloud powers this IR automation app-resulting in lightning speed without compromising the effectiveness of phishing detection.

The SlashNext Phishing Incident Response integration app uses an APl key to authenticate with SlashNext cloud. If you don't have a valid
API key, contact the SlashNext team: support@slashnext.com

3 | INTEGRATION INSTALLATION

Important Note

Please do note that you will only need to install the integration in case SlashNext has explicitly provided you a yml file.

Follow the steps listed below to install the SlashNext Phishing Incident Response application in Demisto SOAR platform.

1. Login to the Demisto platform.

2. Goto Demisto settings by clicking on the Settings menu on the left side pane of the Demisto Ul as shown below.

DEMISTO

Home

admin
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3. Select INTEGRATIONS tab on Settings page, and then select Servers & Services tab and click on Upload Integration
button as shown in the snapshot below.

Settings

INTEGRATIONS USERS AND ROLES ADVANCED ABOUT

Pre-Process Rules Engines Agent Tools

e h
Content version 19.10.1 is now available for install | Search Incidents. ) °
\ J

t}earch integration... Show: All v Type: All » Category: All ¥ [E4 + BYol

4. Input the provided SlashNextPhishinglncidentResponse.yml file in the pop-up File Upload window and click Open.

4 | INTEGRATION ACTIVATION

Follow the steps listed below to activate the SlashNext Phishing incident response integration in Demisto SOAR platform.

1. Onthe Demisto Settings page, select INTEGRATIONS tab and type slashnext in the Search integration... field and press Enter
button as shown in the snapshot below.

Settings

INTEGRATIONS USERS AND ROLES ADVANCED ABOUT

Pre-Process Rules Ag s API Keys

N
Content version 19.10.1 is now available for install ( searchincidents. ) °
-~/

Credentials.

slas. Q ] Show: All + Type: All = Category: All [+ B + BYOI

Data Enrichment & Threat Intelligence (1)

. SlashNext Phishing Incident Response
Sg@ii SlashNext Phishing Incident Response integration allows Demisto users to fully

o !-‘i-]NE/(T automate analysis of suspicious URLs. For example, IR teams responsible for abuse

inbox management can extract links or domains out of suspicious emails and

automatically analyze them with the SlashNext SEER threat detection cloud to get

definitive, binary verdicts (malicious or benign) along with I0Cs, screen shots, and

more. Automating URL analysis can save IR teams hundreds of hours versus manually

triaging these emails or checking URLs and domains against less accurate phishing

databases and domain reputation services.

® & o & 9

Show commands

2. SlashNext Phishing Incident Response Integration will be listed, click on Add instance button as shown above.
3. Type the new instance Name (as you like), Your API Key (provided by SlashNext) and the SlashNext API Base URL (if

specifically provided by SlashNext otherwise leave this as it is) in the pop-up menu and click on the Test button as
highlighted in the snap below.

SlashNext Phishing Incident ... ? X

Name *

SlashNext Phishing Incident Response_instance

SlashNext APl Base URL

https:/foti.slashnext.cloud/api

APl Key "

D Trust any certificate (notsecure)
[:] Use system proxy settings

[:] Do not use by default

e 1= | Sa Tus

el pene
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4. In case test is successful, there will be a Success message, which means the integration is activated, click on the Done

button as shown.

| Do notuse by default

(® Usesingle engine: Mo engine =

() Use Load-Balancing Group @

~ Success! ‘

5. The activated instance will also appear against the listed Integration on the Settings page.

i < o
Content version 19.10.1isnow available forinstall  { Searchlincidents. )
Settings % Yy,

USERS ANDROLES ADVANCED ABOUT

Engines

slas Show:All>  Type:All  Category: All ~ a B + BYOI

Data Enrichment & Threat Intelligence (1)

SlashNext Phishing Incident Response SlashNext P hishing Incident Respo... k-]

SlashNext Phishing Incident Response integration allows Demisto users to fully automate
analysis of suspicious URLs. For example, IR teams responsible for abuse inbox management can
extract links or domains out of suspicious emails and automatically analyze them with the
SlashNext SEER thre at detection cloud to get definitive, binary verdicts (malicious or benign)
along with 10Cs, screen shots, and more. Automating URL analysis can save IR teams hundreds of
hours versus manually triaging these emails or checking URLs and domainsagainst less accurate
phishing databases and dom ain re putation services.

® @ @ @ & 9

Show commands

Add instance

5 | COMMANDS

SlashNext Phishing Incident Response integration app supported commands and outputs are listed below.

. ip - Looks up an IP address indicator in the SlashNext Threat Intelligence database.

. domain - Looks up a Fully Qualified Domain Name (FQDN) indicator in the SlashNext Threat Intelligence database.

. slashnext-host-reputation - Queries the SlashNext Cloud database and retrieves the reputation of a host.

. slashnext-host-report - Queries the SlashNext Cloud database and retrieves a detailed report.

. slashnext-host-urls - Queries the SlashNext Cloud database and retrieves a list of all URLs.

. slashnext-url-scan - Perform areal-time URL reputation scan with SlashNext cloud-based SEER Engine

. slashnext-url-scan-sync - Perform a real-time URL scan with SlashNext cloud-based SEER Engine in a blocking mode.

. slashnext-scan-report - Retrieve URL scan results against a previous Scan request.

O 00 N Ot AN R

. slashnext-download-screenshot - Downloads a screenshot of a web page against a previous URL Scan request.

=
o

. slashnext-download-html - Downloads a web page HTML against a previous URL Scan request.

[ERN
=

. slashnext-download-text - Downloads the text of a web page against a previous URL Scan request.
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Looks up an IP address indicator in the SlashNext Threat Intelligence database.

Input Arguments:
ip - required - IPv4 address to look up in the SlashNext Threat Intelligence database.

Output of command execution in Demisto;

admin October 17, 2019 12:44 PM

b |

lip ip=134.209.108.109

° DBot October 17, 2019 12:44 P %

Command: /ip jp="134.209.108.109" (SlashNext Phishing Incident Response)

SlashNext Phishing Incident Response - IP Lookup

ip = 134.209.108.109

value 134.209.108.109
Type 33
Verdict Malicious

ThreatStatus Active

ThreatName Fake Login Page

ThreatType  Phishing & Social Engineering
FirstSeen 10-10-2019 17:25:32 UTC
LastSeen 10-16-2019 16:51:59 UTC

domain
Looks up a Fully Qualified Domain Name (FQDN) indicator in the SlashNext Threat Intelligence database.

Input Arguments:
domain - required - The FQDN to look up in the SlashNext Threat Intelligence database.

Output of command execution in Demisto;

admin October 17, 2019 12:44 PM

- |
&

tdomain domain=www.dhl-services.ga

° DBot October 17, 2019 12:44 PM %

Command: /domain domain="www.dhl-services.ga" (SlashNext Phishing Incident Response)

SlashNext Phishing Incident Response - Domain Lookup

domain = www.dhl-services.ga

value www.dhl-services.ga
Type Domain
Verdict Malicious

ThreatStatus Active

ThreatName Fake Login Page

ThreatType | Phishing & Social Engineering
FirstSeen 10-17-2019 04:54:40 UTC
LastSeen 10-17-2019 05:24:01 UTC
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5.3 | HOST REPUTATION
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slashnext-host-reputation
Queries the SlashNext Cloud database and retrieves the reputation of a host.

Input Arguments:
host - required - host can be either be a domain name or IPv4 address.

Output of command execution in Demisto;

admin October 17, 2019 12:44 PM

islashnext-host-reputation host=sec ine.duckdns.org

DBot October 17, 2019 12:44 PM

Command: /slashnext-h host="secure02- duckdns.org" (SlashNext Phishing Incident Response)

SlashNext Phishing Incident Response - Host Reputation

host = secure02-chaseonline.duckdns.org
value secure02-chaseonline.duckdns.org
Type Domain
Verdict Malicious

ThreatStatus  Active

ThreatName Fake Login Page

ThreatType Phishing & Social Engineering
FirstSeen 10-16-2019 16:03:34 UTC
LastSeen 10-16-2019 16:13:31 UTC
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5.4 | HOST REPORT

SLASHNEXT.COM

slashnext-host-report

Queries the SlashNext Cloud database and retrieves a detailed report for a host and associated URL.

Input Arguments:

host - required - host can be either be a domain name or IPv4 address.

Output of command execution in Demisto;

Command: /s

SlashNext Phishing Incident Response - Host Report

host = vil

rketing.pk

value virtualmarketing.pk

Threatstatus | Active

Threatvame | Fake Login Page

Threattype | Phishing & Social Engineering
Firstseen | 10-16-2019 15:41:09 UTC
Lastseen 10-16-2019 15:53:44 UTC

Command: Islashnext host-report ho

SlashNext Phishing Incident Response - Latest Scanmed URL

pk* (SlashNext Phishing Incident Respor

pk* (SlashNext Phishing Incident Respon

host = virtualmarketing.pk
value https://virtualmarketing.pk/xoi: ndex.php
Type Scanned URL

Scanip 87349975-c6c4-420£-9674-¢300daddedd

Threatstatus Active

Threatvame | Fake Login Page

ThreatType | Phishing & Social Engineering
Firstseen | 10-16-2019 15:41:09 UTC
Lastseen 10-16-2019 15:53:44 UTC

CHASE O

novain

ed URL = https://virtualmarketing, pk/xol

StashNext Phishing

74-f3cedasded

nt/index.php

Webpage HTML for the Scanned URL = htps://virtualmarketing pk/xoixnx/Chase2019/myaccount/index.php
Property Value

Type text/html;charset=utt-8

size 9,617bytes

info HTML document, UTF-3 Unicode text, with very long lines

oS Sf5e171abaecTBceI 0 lacaT21aM2e

SHAL 6169c0877163661d804c501295010c fcSdT6ce

sHazse 1e5
swasn2

Sspeep
o

pk* (SlashNext Phishing Incident Response)

74-fleedadtedd.ixt Download

78592448620

up
L p oo
Property val
Type ot
Size 375 bytes
info UTF-8 Unicode text
oS a785c636a31ebad9esaraca26T81ad44
SHAL 157163191247943¢626ba7020a701435€27630
SHAZS6
sHas12
sSDeep pxrth
Open HEX view

File may be malicious

File may be ma
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5.5 | HOST URLs
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( N\
slashnext-host-urls
Queries the SlashNext Cloud database and retrieves a list of all URLs.
Input Arguments:
host - required - host can be either be a domain name or IPv4 address.
limit - optional - maximum number of URL records to fetch. This is an optional parameter with default value of 10.
. J
Output of command execution in Demisto;
m admin October 17, 2019 12:44 PM %
1slashnext-h Is m
° DBot October 17, 2019 12:44 PM %
Command: !/ h Is host=" om" limit="10" (SlashNext Phishing Incident Response)
SlashNext Phishing Incident Response - Host URLs
host = blueheaventravel.com *
*Note: Email address specified in the Scanned URL was replaced with a dummy email to protect user privacy.
Value
https://blueheaventravel.com/vendor/filp/whoops/up/index.php?email=
———————— > https://blueheaventravel.com/vendor/filp/whoops/up/pulp.php?rand=46InboxLightaspxn.4827685990&fid.28.9164762324&fid=1&fav.l&rand.46InboxLight.aspxn.4827685990&fic
https://blueheaventravel.com/vendor/filp/whoops/up/index.php?email=Jackdavis@eureliosollutions.com
———————— > https://blueheaventravel.com/vendor/filp/whoops/up/pulp.php?rand=46InboxLightaspxn.4827685990&fid.28.9164762324&fid=1&fav.l&rand.46InboxLight.aspxn.4827685990&fic
Partial View: Showing 6 out of 9 columns. View full table in a new tab.
( N\
slashnext-url-scan
Perform a real-time URL reputation scan with SlashNext cloud-based SEER Engine. If the specified URL already exists in the cloud
database, scan results will get returned immediately. If not, this command will submit a URL scan request and return with ‘check
back later’ message along with a unique Scan ID. User can check results of this scan with ‘slashnext-scan-report’ command after 60
seconds or later using the returned Scan ID.
Input Arguments:
url - required - The URL that needs be scanned.
extended_info - optional - If extented_info is set ‘true’ the system along with URL reputation also downloads forensics data like screenshot,
HTML and rendered text. If this parameter is not filled, the system will consider this as ‘false’.
. J

Output of command execution in Demisto in case result is not readily available;

admin October 17, 2019 12:51 PM

|

Islashnext-url-scan lack.com/client/TN71J00AG/DP2N38E91 extended_info=true

° DBot October 17, 2019 12:51 PM.

Command: /slash; an url="] lack. lclient/TN71J00AG/DP2N38E91" extended_info="true" (SlashNext Phishing Incident Response)

SlashNext Phishing Incident Response - URL Scan

url = https://app.slack.com/client/TN71J00AG/DP2N38E9L

Your Url Scan request is submitted to the cloud and may take up-to 60 seconds to complete.

Please check back later using "slashnext-scan-report" command with Scan ID = bb528bd3-0ea4-44f4-bd0e-4caldddb7£d6 or running the same "slashnext-url-scan" command one more

time.
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Output of command execution in Demisto in case result is readily available with extended_info=false;

w admin October 17, 2019 12:49 PM %
Islashnext-url-scan url=https i i html extended_info=true

° DBot October 17, 2019 12:49 PM %
c d: Islash t-scan url=""http; 1.htmi" extended_info="true" (SlashNext Phishing Incident Response)

SlashNext Phishing Incident Response - URL Scan

url = http://www.compassok.tk/vilo/nsw/data/UntitledNotebookl.html

value Type Verdict ScanID ThreatStatus ThreatName
http://www.compassok.tk/vilo/nsw/data/UntitledNotebookl.html Scanned URL Malicious d4747£5£-0110-4670-a843-013c5b4231e9  Active Fake Login Page

~—---> https://www.compassok.tk/vilo/nsw/data/UntitledNotebookl.html Final URL Malicious

Partial View: Showing 6 out of 9 columns. View full table in a new tab.

%
Command: /slash -scan url="http; i i htmi" extended_info="true" (SlashNext Phishing Incident Response)
Uploaded and commented on an image: slashnext_d4747f5f-0110-4670-a843-013c5b4231e9.jpg
Hide Preview
+0nly anthorend recaiers mall can nccem il
“haring
SELECT AND CLICK ON YOUR EMATL FROVIDER
oW
39 v
Aol.| YiH0O
66 Forensics: Webpage Screenshot for the Final URL = https: vilofr Lhtml
%
Command: /slash -scan url="http: i i htmi" extended_info="true" (SlashNext Phishing Incident Response)

Uploaded file: slashnext_d4747f5f-0110-4670-a843-013c5b4231e9.html Download

File may be malicious

66 Forensics: Webpage HTML for the Final URL = http: i i html
Property Value
Type text/html; charset=utf-8
Size 175,595 bytes
Info HTML document, UTF-8 Unicode text, with very long lines
D5 6b2202842122822475f6c868ba%e8h28
SHAL 83f2¢7c7a306dal4c0b9c9I74a04a8c39b6a573c2
SHA256 641
SHAS12 85d6f413eas690c 1ac70d7aad 95fal 1a1b: 1fsfaad
SSDeep 3072:5+5TIOXCJUZPeQINZyJb5Qf99//BayT) gUCtQKPfCQAAFi8dI/j 0ZPeQrzBayT2FG91gxQsPicQAAS

Open HEX view

c d: Islash f-scan url="http; i i 1html" extended_info="true" (SlashNext Phishing Incident Response)

Uploaded file: slashnext_d4747f5f-0110-4670-a843-013c5b4231e9.txt Download

File may be malicious

66 Forensics: Webpage Rendered Text for the Final URL = https; i Lhtml
Property Value
Type txt
Size 364 bytes
Info UTF-8 Unicode text
MD5 5805b308aa9cf27254ac0b7a8bTec25b
SHAL 13b855905d71dbcf41062db86f73d141bcfabeda
SHA256 1cTaddad 18c8cl 1646bd1d5121
SHA512 b9bc83d1517f0c876d3a1901b12f, 1 '7f0be654b213421aa08715b41d429ef750b6f3009dbcb25a67d74467441c251
SSDeep 6:IDg7iwzptzx7ENedrSLIWC. JKXTQLLUSYhFEWAMKA9IIMIIFv:IgiwzpjTEWFLiKah85QLL/hFEYMH3GId

Open HEX view

SLASHNEXT PHISHING IR INTEGRATION GUIDE DEMISTO SOAR | USER GUIDE 1.0.0 9



it SLASHNEXT SLASHNEXT.COM

5.7 | URLSCANSYNC

Vs

slashnext-url-scan-sync
Perform areal-time URL scan with SlashNext cloud-based SEER Engine in a blocking mode. If the specified URL already exists in

the cloud database, scan result will get returned immediately. If not, this command will submit a URL scan request and wait for the
scan to finish. The scan may take up to 60 seconds to finish.

Input Arguments:
url - required - The URL that needs be scanned.

timeout - optional - A timeout value in seconds. If the system is unable to complete a scan within the specified timeout, a timeout error will
be returned. User may try again with a different timeout. If no timeout value is specified, a default value of 60 seconds will be used.
extended_info - optional - If extented_info is set ‘true’ the system along with URL reputation also downloads forensics

data like screenshot, HTML and rendered text. If this parameter is not filled, the system will consider this as 'false'.

Output of command execution with extended_info=true in Demisto;

«
hp extended_infostrue
*
aaaaa ” s/shop/1716.php" timeout="60" extended. info="true" (SlashNext Phishing Incident Response)
nt Response - URL Scan Sync
Typ Scanned URL
verdict Mal.
Scantd ©2122371-3669-4751-8c0¢-e61a62907d33
Threatstatus | A
ThreatName | Fake Login Page
ThreatType | Phishing & Social Engineering
Firstseen | 10-17-2019 07:50:04 UTC
Lastseen 10-17-2019 07:50:17 TC
“
true” (SlashNext Phishing Incident Response)
anmelden
& Forensics: the Scanned URL =
«

fed_info="true" (SlashNext Phishing Incident Response)

File may be malicious.

N page HTML for 18.9hp
Property val
Type text/himi;charset-utt
size 9,006 bytes
nfo HTML document, UTF-8 Unicode tex, with very long lnes
oS 6ebageaz033easeeT2c1Nab1e00ba6
SHAL abedessa43e16c3019ebeG0cchcIadAeSC3Ia
sHazs6
suas12
ssDeep

Open HEX view

%
Command: - wrt="hetp php" i o true” (SlashNext Phishing Incident Response)

2122371 7433 0t Download

File may be malicious.

“ Textfor t uRL pho
Property value
Type ot
size 312bytes
nfo UTF-8 Unicode text
s, 8717206b01ca3244020876389111473d
SHAL 6651d41ccTeeb6S001901619520¢0079bdasbed3
SHAZS6
sHAs12
SsDeep JOMBF

Open HEX view

SLASHNEXT PHISHING IR INTEGRATION GUIDE DEMISTO SOAR | USER GUIDE 1.0.0 10



5.8 | URL SCAN REPORT
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P
slashnext-scan-report
Retrieve URL scan results against a previous Scan request. If the scan is finished, result will be returned immediately; otherwise a
‘check back later’ message will be returned.
Input Arguments:
scanid - required - Scan ID returned by an earlier call to ‘snx-url-scan’ or ‘snx-url-scan-sync’ commands.
extended_info - optional - If extented_info is set ‘true’ the system along with URL reputation also downloads forensics data like screenshot,
HTML and rendered text. If this parameter is not filled, the system will consider this as ‘false’.

.

Output of command execution without extended_info or with extended_info=true in Demisto;

W admin October 17,2019 12:44 P %
Islashnext-url-scan url=https://caservice. m|/paypal/ extended_info=true
° DBot October 17, 2019 12:44 PM %

Command: Islash url= " extended_info="true" (SlashNext Phishing Incident Response)

SlashNext Phishing Incident Response - URL Scan

url = https://caservice.ml/paypal

value Type Verdict  ScanID

https://caservice.ml/paypal Scanned URL Malicious 39cb08a3-cSe

77777777 > https://caservice.ml/paypal/a93lca/en/season.php?country.x=ca9886755e017b27aadc81£3b53c8bE4cagBB6755e017b27aadc81£3b53c8bE4 | Final URL  Malicious

Partial View: Showing 6 out of 9 columns. View full table in a new tab.

%

Command: Islash url="1 ice.mi/p: " extended_info="true" (SlashNext Phishing Incident Response)

Uploaded and commented on an image: slashnext_39cb08a3-cSea-44a5-a097-9cfd78285299.jpg

Hide Preview

P Paypal
Vous narrivez pas & vous connecter
Ouvrie un compte
66 Forensics: Webpage Screenshot for the Final URL = https://caservice.ml, 1c yx=c: 17b27aadc8: b27aa: 4
%

Command: /slash url="1 ice.mi/paypal/" extended._info="true" (SlashNext Phishing Incident Response)

Uploaded file: slashnext_39ch08a3-c5ea-44a5-a097-9¢fd78285299.html Download

66 Forensics: Webpage HTML for the Final URL = https://casen 1c 2 Tb27aadcs: b27aa 4
Property Value
Type text/html; charset=utf-8
Size 30,302 bytes
Info HTML document, UTF-8 Unicode text, with very long lines
MDS f1c6418d326T3cfb0f044837794ea38
SHAL 1269
SHA256 5dd13904a6e095ffedaf8s fOb 0359818e467d58972
SHA512 1cfa7cd1d24: 1f69f2d7a73725ada72fc7d
SSDeep 768:tqz/bfCRie5A36Qwzh: YksDip:kzTfCRi

Open HEX view

Command: / url=" " extended_info="true" (SlashNext Phishing Incident Response)
Uploaded file: slashnext_39cb08a3-c5ea-44a5-a097-9¢fd78285299.txt Download

66 Forensics: Webpage Rendered Text for the Final URL = https://caservice 2 17b272a4c8: 17b:
Property Value
Type txt
Size 94 bytes
Info UTF-8 Unicode text
M5 91dbb36d78e4710894bf51058454360f
SHAL 95c14f8cd25272daaf664cdb60ef73963e542d15
SHA256 589¢362339bD715028901033164380802c59¢1629fa831627bd91602a293d6
SHA512 28219b6d6 1 f9adcfde?’ 1fd 19df0!
SSDeep 3:0RKp THXM

Open HEX view

SLASHNEXT PHISHING IR INTEGRATION GUIDE DEMISTO SOAR | USER GUIDE 1.0.0
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5.9 | DOWNLOAD SCREENSHOT

SLASHNEXT.COM

slashnext-download-screenshot
Download webpage screenshot against a previous URL Scan request.

Input Arguments:
scanid - required - Scan ID returned by an earlier call to ‘slashnext-url-scan’ or ‘slashnext-url-scan-sync’ commands.

Output of command execution in Demisto;

W admin october17, 2019 1250 P %
Islashnext-download-screenshot scanid=39cb08a3-c5ea-44a5-a097-9cfd 78285299

° DBot October 17, 2019 12:50 PM %
Command: /slashnext-download-screenshot scanid="39cb08a. 4425-2097- jon="high" (SlashNext Phishing Incident Response)

Uploaded and commented on an image: slashnext_39cb08a3-c5ea-44a5-a097-9cfd78285299.jpg

Hide Preview

P Paypal

Vous narivez pas & vous connecter 7

Ouvrir un compte.

&6 Forensics: Webpage Screenshot for URL Scan ID = 39cb08a3-c5ea-44a5-a097-9cfd 78285299

5.10 | DOWNLOAD HTML

slashnext-download-html
Download webpage HTML against a previous URL Scan request.

Input Arguments:
scanid - required - Scan ID returned by an earlier call to ‘slashnext-url-scan’ or ‘slashnext-url-scan-sync’ commands.

Output of command execution in Demisto;

admin October 17, 2019 12:50 PM %

A

Islashnext-download-html scanid=39cb08a3-c5ea-44a5-a097-9cfd 78285299

° DBot October 17, 2019 12:50 PM %

Command: /slashnext-download-html scanid="39cb08a3-c5ea-44a5-a097-9cfd78285299" (SlashNext Phishing Incident Response)
Uploaded file: slashnext_39cb08a3-c5ea-44a5-a097-9cfd78285299.htm| Download

File may be malicious
66 Forensics: Webpage HTML for URL Scan ID = 39cb08a3-c5ea-44a5-a097-9cfd 78285299

Property Value

Type text/html; charset=utf-8

Size 30,302 bytes

info HTML document, UTF-8 Unicode text, with very long lines

MD5 f1c6418d32e73cffb0f044837794ea38

SHAL 3498 1269

SHA256 5dd1. do1eb2c1basfobeadl 18¢467d58972

SHAS12 d 21cfa7cd1d244c10b8856ed: 4ca0ladadscal 101fd169f2d7a73725ada72fc7d168b34ab998268633¢a
SSDeep 768:tqz/bfCRie5A36Quzh1 i (JYksDip:kzTfCRiee36DbVJ0BZ

Open HEX view

SLASHNEXT PHISHING IR INTEGRATION GUIDE DEMISTO SOAR | USER GUIDE 1.0.0
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5.11 | DOWNLOAD TEXT

SLASHNEXT.COM

slashnext-download-text

Download webpage text against a previous URL Scan request.

Input Arguments:

scanid - required - Scan ID returned by an earlier call to ‘slashnext-url-scan’ or ‘slashnext-url-scan-sync’ commands.

Output of command execution in Demisto;

admin October 17, 2019 12:50 PM

A

Islashnext-download-text scanid=39cb08a3-c5ea-44a5-a097-9cfd 78285299

° DBot October 17, 2019 12:50 PM

Command: /slashnext-download-text scanid="39cb08a3-c5ea-44a5-a097-9cfd78285299" (SlashNext Phishing Incident Response)

Uploaded file: slashnext_39cb08a3-c5ea-4425-a097-9cfd78285299.txt Download

66 Forensics: Webpage Rendered Text for URL Scan ID = 39cb08a3-c5ea-44a5-a097-9cfd 78285299

Property

Type

Size

Info

MD5

SHAL

SHA256

SHA512

SSDeep

Open HEX view

Value

txt

94 bytes

UTF-8 Unicode text
91dbb86d78e47f0894bf5105845d360f

95c14f8cd25272daaf664cdb60ef73963e542d15

589e362339bb7150289010831f643808d2dc591629fa831627bd9.

28219b6d6 1 231b87f9adcfde77c

3:0RKp! THXMT

1fd19df0527d2fbcdbd047a0

SLASHNEXT PHISHING IR INTEGRATION GUIDE DEMISTO SOAR | USER GUIDE 1.0.0

File may be malicious
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