et SLASHNEXT

Secure Your Cloud Email +
Mobile and Web Messaging Apps

HumanAIl™ stops BEC,@nsomware, credential phishing,
$mishing, account takeovers, phishing attacks and more




‘1oce

SLASHNEXT

Our breakthrough generative
HumanAI™ secures cloud
email, mobile and web apps to
stop zero-hour BEC, phishing,
scams, smising ransomware
and exploits before they
compromise humans
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Business Email/Message Compromise is the #1 Cyber Threat

What Happens Next After BEC?
9 out of 10
- 8%
successful breaches start with a human e 7 L
compromise in message apps Takeovecrcoum kg

S43B 28 T

Ransomware Data Theft

P b 13%
2 NI Gmai v Installation  cryntomining
cISco mail of Malware
““““““““ Financial Loss - FBI
0 0
of attacks happen Uber SMS 1 3 % 1%
outside of email Network Espionage

Intrusion
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Legacy SEGs Fail to Stop Zero-hour BEC/BMC Threats

Driving shift to integrated cloud email and messaging security services that utilize Al detection

40% Will Move Off 20% Growth In ICES Multi-Channel
SEGs By 2023 By 2025 Starting 2022

Integrated Cloud
Messaging Security (ICMS)

Email+ SMS/Mobile and web
messaging apps

44% of organizations experienced an external multistage attack in 2022

FORRESTER Gartner

The content of this presentation is proprietary and confidential information of SLASHNEXT



SlashNext Integrated Cloud Messaging Security

HumanAI™ Stops the Human Threats That Matter
LINK-BASED Credential Harvesting
@ THREATS Spear-Phishing
| Scams/Fraud
o Y Smishing

ATTACHMENT- Malicious Attachments
BASED THREATS Ransomware/Malware

Exploits
@/ 5 NATURAL Business Email Compromise (BEC)
(o)
e LANGUAGE- ATO and Supply Chain

SecyrITY |
\ BASED THREATS _ '
! Business Text Compromise
@ Business Message Compromise
Insider Threats
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SlashNext Integrated Cloud Email Security

Cloud native zero-hour protection for Microsoft 365 users

SLASHNEXT HUMAN AI™

5 minutes to protection
and fast ROI

99.9% detection rate
with high accuracy

48-hour

detection advantage S/
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Comprehensive
zero-hour BEC,
Link & File-based
Protection

Built from the ground
up using Al and
machine learning

Cloud native and
. Sentinel and SIEM

integration

(3). /_g_\.

MS 365 ]
Google Users
orkpace \

5-Minutes to Protection

Cloud native integration with Microsoft 365 Graph API. Purpose
built to provide zero-hour protection for Microsoft Defender for
Office 365 users

Comprehensive Defense-in-Depth Strategy
SlashNext ICES blocks complete spectrum of zero-hour BEC,
wire fraud, credential phishing, and ransomware attacks,
supplementing MS Safe Attachments & Safe Links

Human AI™ Zero-hour Detection

Zero-hour multi-phase analysis using relationship graphs,
natural language processing, and computer vision recognition
to stop and remediate threats with a 99.9% detection rate, and
1in 1M FPs

Explainable Attack Insights
Visual illustration clearly and thoroughly explains the reason
why emails are classified as malicious
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Human AI™ Zero-hour Protection
Stops 65% more zero-hour threats — BEC, links and files

Computer Vision Recognition

Relationship Graphs & Contextual Analysis Live Scan™ inspect URL in real-time for
A baseline of known-good communication patterns any visual deviations such as image and
and writing styles of employees and suppliers to layouts to detect credential phishing

webpage
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File Attachment Inspection
Live Scan™ analyze attachments

-~ social engineering traits and malicious
codes to stop ransomware

detect unusual communication cadence and
conversation style

NLP Processing >4 .
analyzes text in email body and attachment \\
for topic, tone and emoation, intent, and

manipulation triggers associated with-%’\ <

engineering tactics 3\

BEC Generative Al

Auto generates new BEC variants from
today’s threat to stop tomorrow’s attacks

Sender Impersonation Analysis
evaluates header details and email
authentication results to stop impersonation
attacks

.~‘ .l
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BEC Generative Al

Stopping tomorrow’s threats today
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| have written you multiple times

Al/ML Facts

to remind you that you owed us
$3325.32. Unfortunately, the
invoice sent on August 1st is
more than 14 days late. If you
have lost or deleted the original

invoice, here is a copy. Please

send the payment immediately.

— sample clone

To make you aware, you owe

us a total of $3325.32. In case
you misplaced the original
invoice sent on 08/01, | have
included a copy here for your
convenience. To the best of your
ability, kindly pay the money as

sSoon as you can.
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BEC Generative Al

SlashNext BEC
Generative Al

Extract topic, intent,
emotions and style of a
malicious email, and
exhaust all possible
ways a human can
write a similar email
(semantical clones).
Providing a rich data
set for ML training,
testing and runtime
predictions
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Mobile Security

Protection for Personal BYOD, Managed, and Supervised iOS and Android Devices

%3

SlashNext Mobile Sezu/ \
~ Perso
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PERSONAL

Recently Blocked Web Threats
teStalert2 | A A e j

BUSINESS
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SMISHING
PROTECTION

BUSINESS
TEXT
COMPROMISE
PROTECTION

WEB
PROTECTION

TEACHABLE
MOMENTS

COMPLETE
PRIVACY

On-device Al Intelligence DB blocks zero-hour
spear phishing attacks delivered via SMS

On-device Live Scan™ NLP ML analyzes
text for topic, tone and intent stop URL-less
phishing attacks

stop broadest range of phishing threats
credential phishing, Pll theft, and scams at
time-of click

Safe preview of phishing webpage with
threat description to reinforce user
awareness training programs

Limit admin visibility into threats, device
status or complete user anonymity
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SlashNext Browser

Powered by Cloud & On-Device ML Protect for Web Messaging Apps

iy

SPEAR
PHISHING
PROTECTION

HTML
ATTACHMENT
PROTECTION

REAL-TIME,
ZERO-LATENCY
PROTECTION

DoH & TLS 1.3
SUPPORT

TEACHABLE
MOMENTS

On-device Live Scan™ & Al Intel DB blocks

zero-hour spear phishing attacks across
browser, Slack, Teams, and personal email

On-device ML analyzes content in browser
canvas to block HTML email attachment
attacks missed by Microsoft and SEGs

Unique architectural design provides real-time
protection w/out adding webpage load time

Stop threats that blinds web proxies and
firewalls, without compromising user privacy

Safe preview of phishing webpage with
threat description to reinforce user
awareness training programs

The content of this presentation is proprietary and confidential information of SLASHNEXT



Why SlashNext?

We stop zero-hour attacks

Best BEC, Link and File- Fast ROl and +SMS/Mobile & Guaranteed User
based Detection Time to Value  Browser Protection Privacy
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